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Risky business 
how global supply chains have 
left organisations blind to risk
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Introduction

84% of organisations say that the expanding supplier landscape makes keeping on top 
of risk factors a challenge

92% of organisations are highly dependent on suppliers, but face challenges assessing 
compliance

74% of organisations have encountered some type of supply chain risk in the last 
12 months

Organisations have never been so dependent on suppliers to help them deliver goods and 
services to customers. Globalisation means that it has become easier to trade across borders, 
allowing UK businesses to access cheaper markets and emerging economies.

However, as supply chains expand and become more global and more complex, organisations 
are exposing themselves to more potential business risk than ever before. Whether it’s the 
impact of geopolitics on trade across borders; natural disasters; data governance and security; 
or increasing awareness of issues such as child labour and modern slavery, failure to minimise 
instances of risk could see billions wiped off share prices and corporate reputations left in tatters. 

Risks such as supplier failure or supply shortages can quickly escalate and cause significant 
business disruption. Think back to the summer of 2018 – when a carbon dioxide shortage 
caused companies such as Heineken and Coca-Cola to pause production, impacting supply 
across Europe. 

Risk can present itself at any time and organisations must be ready to address it. However, 
many UK businesses don’t have the visibility required to do so. In fact, our findings show that:

Based on a study of 200 UK-based procurement, supply chain and finance professionals at 
organisations with over 1,000 employees, this report will examine how the global nature of 
suppliers is leaving many organisations blind to threats that could have an impact on business 
operations.

58% of organisations say the number of suppliers they work with will rise, increasing 
their exposure to supply risk1
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UK suppliers
are going global

UK businesses are working with a large and varied roster of 
suppliers every year. On average, organisations work with over 2,500 
suppliers annually, with a relatively even mix of local, UK-based, and 
international partners. This figure is expected to rise, with more than 
half of organisations saying the number of suppliers they work with will 
increase in the next 12 months. With UK businesses saying they face 
challenges gaining complete visibility into suppliers, this expanding 
partner landscape means they could be exposed to greater risk.

UK suppliers set to increase 
over the next 12 months

The average number of 
suppliers organisations 
work with every year

Organisations who say the number of 
suppliers they work with will increase 
in the next 12 months

Today’s suppliers to UK businesses are 
split 51% international and 49% local

77% of organisations face challenges 
gaining complete visibility into 
suppliers and their activities

2,596 58%

77%
51%
international

49% local



Expanding roster of suppliers
makes risk management more difficult 

This lack of visibility into the expanding global 
supply chain has made it more difficult for organi-
sations to manage risk. The spread of thousands 
of suppliers over multiple countries and across 
continents, has meant many organisations don’t 
have complete visibility of operations. This has left 
them unable to assess compliance and monitor 
for risk factors. As a result, almost three-quarters 
(74%) of UK businesses have experienced some 
type of risk in the last 12 months – with supplier 
failure and supply shortages affecting nearly half 
of UK businesses. Perhaps more worrying for UK 
business is their exposure to modern slavery in the 
supply chain – although the lack of visibility means 
many organisations are unaware of whether such 
supplier practises are taking place. 

The number of  
organisations who say 
that the expanding global 
nature of suppliers is  
making keeping on top  
of risk factors a challenge

The number of  
organisations who have 
experienced some type of 
risk in the last 12 months
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84%

74%

In the past 12 months, organisations have  
experienced the following types of risk

Supplier Failure

Supply Shortage

Environmental Im
pact 

(e.g. Pollution, Waste)

Geopolitic
al Changes

Lack of Compliance 

with Regulations

Natural Disasters

Modern Slavery
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There is a lack of preparedness 
among UK businesses

Exposure to risk typically results from a lack of visibility, and a lack of 
planning for certain scenarios. According to our findings, the level of 
planning varies for certain types of risk. Given the legislation in place 
and the size of fines that can be handed out to businesses, it’s perhaps 
unsurprising to see that more than half of businesses have contingency 
plans in place for GDPR and security breaches. But considering GDPR 
legislation passed in May 2018, the fact that a significant number 
are either still preparing contingency plans or have no plans at all is 
worrying. UK businesses also appear to be most prepared to deal 
with lack of compliance and supply shortages – however some UK 
businesses don’t have any contingency plans at all in place to deal with 
natural disasters, geopolitical changes or modern slavery.

Organisations have contingency plans to deal with 
risk, but some are unprepared 

Risk Type % of organisations with  
comprehensive 
contingency plans

% of organisations  
with no contingency 
plans

GDPR or Security Breach 57% 4%

Lack of Compliance with 
Regulations

49% 3%

Supply Shortage 40% 3%

Identification of Modern Slavery 39% 13%

Supplier Going out of Business 37% 8%

Environmental Impact 37% 5%

Natural Disaster 32% 22%

Geopolitical Changes 23% 16%

Brexit 23% 8%



The challenges preventing 
organisations managing risk

A large majority (92%) of UK businesses say they have a high dependency 
on suppliers. This reliance exposes businesses to more risk than 
ever before, and a failure to minimise this risk could have significant 
ramifications. With international supply chains becoming the norm and 
due to expand in the next 12 months, it’s vital that UK businesses get 
to grips with managing risk. Organisations need to understand their 
suppliers, their business environment, global variations in regulations, 
geopolitics, and a host of other factors. 

UK businesses have multiple challenges when it comes to gaining this 
understanding – 69% say that they face challenges gaining complete 
visibility into all suppliers and activity because supplier management 
data is stored in multiple locations and formats, making insights difficult 
to access. This leaves organisations unable to review supplier activity 
and assess compliance.
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of organisations say they 
have a high dependency on 

suppliers

of organisations say they face 
challenges with supplier mana-

gement because data is stored in 
multiple locations and formats

of organisations face 
challenges assessing 
compliance amongst 

suppliers

92% 69% 66%

High dependency,  
but challenges persist
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In today’s uncertain world and amidst increasingly global supply chains, it is essential that 
organisations have an effective sourcing and procurement function in place to mitigate 
business risk. Much more needs to be done to ensure that businesses have complete visibility 
of suppliers and operations. This is especially important with regards to modern slavery and 
GDPR breaches, where regulations exist to punish firms who do not follow best practice.

The world is only going to become more regulated, which introduces more risk, meaning 
businesses in every sector face an ongoing challenge with changing multi-national 
requirements. Regulations bring with them a process overhaul, and organisations need to 
know that every company across the supply chain is taking heed. If not, they risk falling foul 
of fines that can seriously impact the business. For example, in January 2019, e.l.f. cosmetics 
agreed to pay a $1 million settlement to the U.S. Office of Foreign Assets Control (OFAC) 
because suppliers had used third party vendors in North Korea, falling foul of North Korea 
Sanctions Regulations.

As we saw with the carbon dioxide shortage in summer 2018, a potentially foreseeable 
situation – in this case more European carbon dioxide production facilities than expected 
closing for maintenance – can have a severe impact on many businesses. In this case, 
businesses had to work closely with suppliers to find a solution or an alternative short-term 
supply to ensure the shortage did not affect consumers. This type of supplier collaboration is 
paramount when it comes to managing and mitigating against supplier shortages.

Whether it’s regulations or supply shortages, businesses can’t continue to allow a lack 
of visibility to limit their ability to manage risk. Procurement leaders must ensure that 
organisations are able to react to, and proactively plan ahead for, changes that could impact 
business operations. 

To do this, organisations must adopt a smart procurement approach that gives complete 
visibility into suppliers. That requires gaining control over supplier master data to ensure 
360-degree visibility into supplier activity and implementing technology that effectively 
matches internal information with supplier-provided details and 3rd party sources of 
information for a complete view. Open platforms built upon a unified data model with ready 
connections to backend systems and external sources of data (ex. CSR data providers such as 
EcoVadis or supplier risk information from providers such as RiskMethods) are key enablers 
of an effective risk management program. These platforms provide organisations with the 
data-driven insights they need to evaluate supplier performance and risk, with a true 360 view 
of their suppliers. This ensures that organisations are working with and awarding business to 
low-risk suppliers. 

Supply chain risk is rapidly becoming an overarching concern for businesses, but by providing 
the ability to assess and track ongoing supplier and contract risk, organisations can identify 
and prepare for risks that could have an impact on business operations.

Conclusion:
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Ivalua is the procurement empowerment platform. Recognised as a Leader by Gartner and other 
top analysts, Ivalua’s Source-to-Pay suite is leveraged by over 300 leading companies across 
the globe to manage more than $500 billion in direct and indirect spend. To discover how your bu-
siness can achieve rapid time to value and why Ivalua has the industry’s leading 98%+ retention rate,  
head to www.ivalua.com. 

This report is based on a UK study of 200 procurement, supply chain and finance professionals in finan-
cial services, manufacturing, telecommunications and retail organisations with over 1,000 employees, 
conducted by Vanson Bourne and commissioned by Ivalua. 

Ivalua has helped hundreds of the world’s most admired brands manage risk and better understand how 
it will impact supply chains. One such customer is Chassis Brakes International, a global manufacturer 
of parts for passenger cars and light commercial vehicles. With 5,500 people in 16 countries across 
23 manufacturing sites, engineering centres and sales offices, Chassis Brakes International had little 
visibility of global suppliers, with corrupt supplier master data being stored across multiple SAP ERP 
instances. Chassis Brakes International needed a single tool to improve data governance and supplier 
visibility.

After adopting Ivalua’s cloud-based source-to-pay platform, Chassis Brakes International was able to 
achieve complete control over their global supplier ecosystem. Ivalua enabled the company to clean and 
centralise its supplier master data, allowing it to better monitor supplier performance. This solid data 
foundation provides Chassis Brakes International with a 360-degree view of all suppliers, providing the 
intelligence needed to evaluate supplier performance and gain visibility of risk in the supply chain. 

Methodology

How Ivalua can help
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